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DETAILED ACTION 

1 . This office action is in response to Applicant's amendment filed on February 6, 
2006. Claims 1, 11, 13, 20 and 22 have been amended. Claims 1-22 are pending. 

Claim Rejections - 35 USC § 101 

2. In view of the amendment filed May 16, 2005, the Examiner withdraws the 
rejection of claims 1, 10-11, 13-14 and 16-18 under 35 U.S.C. 101. 

Response to Arguments 

3. Applicant's arguments with respect to claims 1-22 have been considered but are 
moot in view of the new ground(s) of rejection. 

Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. Claims 1 , 3-5 and 22 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Dickinson et al. (hereinafter Dickinson) United States Patent Letter Number 
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6,853,988 in view of Johnson et al. (hereinafter Johnson) United States Publication 
Number 2003/0163718. 
As per claim 1: 

Dickinson teaches a system for distributed storage and reconstruction of a data 
set containing sensitive information, said system comprising: 

an array of multiple stores; (Figure 7, Col. 10, lines 61-65; Col. 15, lines 53-58) 

and 

logic for randomly dispersing successive granular portions of data in said set into 
said stores, each said granular portion containing only information of a non-sensitive 
nature; whereby extraction of sensitive information in said data set from unauthorized 
access to data contained in said stores is extremely unlikely to occur. (Col. 2, lines 55- 
59; Col. 3, lines 27-30; Col. 14, lines 59-65) 

Dickinson does not explicitly wherein each granular portion has a smaller bit size 
than a data set. 

Johnson in analogous art, however, discloses wherein each granular portion has 
a smaller bit size than a data set. (Page 3, paragraph 54) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the device disclosed by Dickinson to 
include wherein each granular portion has a smaller bit size than a data set. This 
modification would have been obvious because a person having ordinary skill in the art 
would have been motivated to do so, as suggested by, Johnson (Page 3, paragraph 52) 
in order to save data in a dispersed manner through the available memory space, 
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thereby making it impossible for an attacker to obtain anything meaningful from 
analyzing the stored memory. Dispersion makes it difficult for an attacker to locate 
certain pieces of data. 
As per claim 3: 

The combination of Dickinson and Johnson teaches all the subject matter as 
discussed above. In addition, Dickinson further discloses wherein said processing 
subsystem is connected to said storage subsystem through a data communication 
network. (Col. 2, lines 55-56; Col. 6, lines 15-16) 
As per claim 4: 

The combination of Dickinson and Johnson teaches all the subject matter as 
discussed above. In addition, Dickinson further discloses wherein said network 
comprises a local area network (LAN). (Col. 6, lines 49-51) 
As per claim 5: 

The combination of Dickinson and Johnson teaches all the subject matter as 
discussed above. In addition, Dickinson further discloses wherein said network extends 
through the Internet. (Col. 9, line 1) 
As per claim 22: 

Dickinson teaches a system for a data handling and storage system, in which 
granular portions of data sets containing sensitive information are randomly dispersed in 
stores subject to orderly retrieval and reconstruction of respective sets, software 
installable in said system via computer-readable media, said software comprising: 
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elements for controlling functions requisite to said random dispersal of said 
granular portions; (Col. 2, lines 55-59; Col. 3, lines 27-30; Col. 14, lines 59-65) and 

elements for controlling functions requisite to said orderly retrieval of said 
granular portions and reconstruction of said data sets. (Col. 14, lines 59-67 and Col. 15, 
lines 1-3) 

Dickinson does not explicitly wherein each granular portion has a smaller bit size 
than a data set. 

Johnson in analogous art, however, discloses wherein each granular portion has 
a smaller bit size than a data set. (Page 3, paragraph 54) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the device disclosed by Dickinson to 
include wherein each granular portion has a smaller bit size than a data set. This 
modification would have been obvious because a person having ordinary skill in the art 
would have been motivated to do so, as suggested by, Johnson (Page 3, paragraph 52) 
in order to save data in a dispersed manner through the available memory space, 
thereby making it impossible for an attacker to obtain anything meaningful from 
analyzing the stored memory. Dispersion makes it difficult for an attacker to locate 
certain pieces of data. 

6. Claims 2 and 1 1 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Dickinson et al. (hereinafter Dickinson) United States Patent Letter Number 6,853,988 
in view of Johnson et al. (hereinafter Johnson) United States Publication Number 
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2003/0163718 and further in view of Ooba et al. (hereinafter Ooba) United States 
Publication Number 2001/0042143. 
As per claims 2 and 11: 

The combination of Dickinson and Johnson teaches all the subject matter as 
discussed above. In addition, Dickinson further discloses a system having the ability to 
mathematically operate on various data so as to substantially randomize and split the 
data into portions in which the original data is not recreatable from an individual portion. 
(Col. 14, lines 62-65) logic to transfer successive said granular portions into randomly 
selected block queues in an array of multiple block queues; (Col. 14, lines 59-65) 
contents of each said filled block queue having only non-sensitive information; (Col. 14, 
lines 64-65) 

Both references do not explicitly teach each block queue holding multiple 
granular portions; logic to detect when any of said block queues becomes filled; and 
logic responsive to detection that a said block queue has become filled to transfer 
contents of the respective filled block queue to a randomly selected one of said stores in 
said array of stores. 

Ooba in analogous art, however, discloses block queue holding multiple granular 
portions; (Page 9, paragraph 123) logic to detect when any of said block queues 
becomes filled; (Page 9, paragraph 126) and logic responsive to detection that a said 
block queue has become filled to transfer contents of the respective filled block queue 
to a randomly selected one of said stores in said array of stores. (Page 9, paragraph 
126) 
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Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the device disclosed by Dickinson to 
include block queue holding multiple granular portions; logic to detect when any of said 
block queues becomes filled; and logic responsive to detection that a said block queue 
has become filled to transfer contents of the respective filled block queue to a randomly 
selected one of said stores in said array of stores. This modification would have been 
obvious because a person having ordinary skill in the art would have been motivated to 
do so, as suggested by, Ooba (Page 2, paragraph 19) in order to improve quality and 
efficiency of the memory access operations, and increases system throughput. 

7. Claims 6, 8-9, 12-17 and 19-21 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Dickinson et al. (hereinafter Dickinson) United States Patent Letter 
Number 6,853,988 in view of Johnson et al. (hereinafter Johnson) United States 
Publication Number 2003/0163718 and in view of Ooba et al. (hereinafter Ooba) United 
States Publication Number 2001/0042143 and further in view of Fitzhardinge 
(hereinafter Fitzhardinge) United States Publication Number 2002/0136406. 
As per claims 6 and 17: 

The combination of Dickinson, Johnson and Ooba teaches all the subject matter 
as discussed above. None of the references explicitly disclose a system comprising: 
logic for retaining metadata indicating locations of said granular portions of said data set 
within said array of stores; and logic for using said retained metadata to retrieve said 
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randomly dispersed granular portions from said stores and to reassemble the retrieved 
portions into their original positional relations in said data set. 

Fitzhardinge in analogous art, however discloses logic for retaining metadata 
indicating locations of said granular portions of said data set within said array of stores; 
(Page 9, paragraph 118) and logic for using said retained metadata to retrieve said 
randomly dispersed granular portions from said stores and to reassemble the retrieved 
portions into their original positional relations in said data set. (Page 10, paragraph 119) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the device disclosed by Dickinson, 
Johnson and Ooba to include logic for retaining metadata indicating locations of said 
granular portions of said data set within said array of stores; and logic for using said 
retained metadata to retrieve said randomly dispersed granular portions from said 
stores and to reassemble the retrieved portions into their original positional relations in 
said data set. This modification would have been obvious because a person having 
ordinary skill in the art would have been motivated to do so, as suggested by, 
Fitzhardinge (Page 9, paragraph 1 18) in order to remember where it has stored all the 
blocks in a file. 
As per claim 8: 

The combination of Dickinson, Johnson, Ooba and Fitzhardinge teaches all the 
subject matter as discussed above. In addition, Fitzhardinge further discloses a system 
wherein said metadata contains representations of storage file names assigned to 
blocks of data in said stores containing randomly dispersed portions of said data set, 
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and information indicating locations within said blocks of specific portions of said data 
set. (Page 9, paragraph 118) 
As per claims 9 and 19: 

The combination of Dickinson, Johnson, Ooba and Fitzhardinge teaches all the 
subject matter as discussed above. In addition, Fitzhardinge discloses a system 
wherein said data set is in the form of a table having rows and columns, said dispersed 
portions are located originally at intersections of said rows and columns, and said 
retained metadata includes information for repositioning retrieved granular portions of 
said data set into specific row and column intersects of said table at which said portions 
were originally located prior to their dispersal into said stores. (Page 9, paragraph 118) 
As per claims 12 and 21 : 

The combination of Dickinson, Johnson, Ooba and Fitzhardinge teaches all the 
subject matter as discussed above. In addition, Dickinson further discloses a system 
wherein each said filled block is stored in plural selected ones of said stores in said 
array of stores; whereby failure of any one of said plural stores would not prevent 
retrieval of the respective filled block. (Col. 2, lines 55-63) 
As per claims 13 and 20: 

Dickinson teaches a method for storing and reconstructing a set of data 
containing sensitive information, in a manner such that unauthorized access to the data 
as stored would not reveal any of said sensitive information, said method comprising: 

transferring successive granular components of said set into randomly selected 
block queues in an array of multiple block queues; (Col. 2, lines 55-59; Col. 3, lines 27- 
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30; Col. 14, lines 59-65) each said component being void of said sensitive information; 
each said block queue having capacity to store multiple said components; (Figure 7, 
Col. 10, lines 61-65; Col. 14, lines 64-65; Col. 15, lines 53-58) 

reassembling said data set by using said retained metadata to: (a) retrieve blocks 
of data containing all of the randomly dispersed granular components of said data set; 
(b) extract all of said randomly dispersed granular components of said data set from 
said retrieved data blocks; and (c) rearrange the extracted components into their 
original format within said data set. (Col. 14, lines 59-67 and Col. 15, lines 1-3) 

Dickinson does not explicitly disclose monitoring said block queues to detect 
when they are full; transferring content of each said full block queue to a randomly 
selected store in an array of multiple stores; retaining metadata defining locations of 
said blocks of data in said stores and locations of individual said granular components 
within each said block; and wherein each granular component has a smaller bit size 
than said data set. 

Ooba in analogous art, however, discloses monitoring said block queues to 
detect when they are full; (Page 9, paragraph 123) and transferring content of each said 
full block queue to a randomly selected store in an array of multiple stores. (Page 9, 
paragraph 126) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the device disclosed by Dickinson to 
include monitoring said block queues to detect when they are full; and transferring 
content of each said full block queue to a randomly selected store in an array of multiple 
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stores. This modification would have been obvious because a person having ordinary 
skill in the art would have been motivated to do so, as suggested by, Ooba (Page 2, 
paragraph 19) in order to improve quality and efficiency of the memory access 
operations, and increases system throughput. 

Both references do not explicitly disclose retaining metadata defining locations of 
said blocks of data in said stores and locations of individual said granular components 
within each said block; and wherein each granular component has a smaller bit size 
than said data set. 

Fitzhardinge in analogous art, however, discloses retaining metadata defining 
locations of said blocks of data in said stores and locations of individual said granular 
components within each said block. (Page 9, paragraph 118; Page 10, paragraph 119) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the device disclosed by Dickinson and 
Ooba to include retaining metadata defining locations of said blocks of data in said 
stores and locations of individual said granular components within each said block. This 
modification would have been obvious because a person having ordinary skill in the art 
would have been motivated to do so, as suggested by, Fitzhardinge (Page 9, paragraph 
1 18) in order to remember where it has stored all the blocks in a file. 

None of the references explicitly teach wherein each granular portion has a 
smaller bit size than a data set. Johnson in analogous art, however, discloses wherein 
each granular portion has a smaller bit size than a data set. (Page 3, paragraph 54) 
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Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the device disclosed by Dickinson, Ooba 
and Fitzhardinge to include wherein each granular portion has a smaller bit size than a 
data set. This modification would have been obvious because a person having ordinary 
skill in the art would have been motivated to do so, as suggested by, Johnson (Page 3, 
paragraph 52) in order to save data in a dispersed manner through the available 
memory space, thereby making it impossible for an attacker to obtain anything 
meaningful from analyzing the stored memory. Dispersion makes it difficult for an 
attacker to locate certain pieces of data. 
As per claim 14: 

The combination of Dickinson, Johnson, Ooba and Fitzhardinge teaches all the 
subject matter as discussed above. In addition, Dickinson further discloses a system 
wherein transferral of said full block queues to said stores is performed through a data 
communication network. (Col. 2, lines 55-56; Col. 6, lines 15-16) 
As per claim 15: 

The combination of Dickinson, Johnson, Ooba and Fitzhardinge teaches all the 
subject matter as discussed above. In addition, Dickinson further discloses a system 
wherein said network includes a local area network. (Col. 6, lines 49-51) 
As per claim 16: 

The combination of Dickinson, Johnson, Ooba and Fitzhardinge teaches all the 
subject matter as discussed above. In addition, Dickinson further discloses a system 
wherein said network extends through the Internet. (Col. 9, line 1) 
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8. Claims 7, 10 and 18 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Dickinson et al. (hereinafter Dickinson) United States Patent Letter Number 
6,853,988 in view of Johnson etal. (hereinafter Johnson) United States Publication 
Number 2003/0163718 and in view of Ooba et al. (hereinafter Ooba) United States 
Publication Number 2001/0042143 and in view of Fitzhardinge (hereinafter 
Fitzhardinge) United States Publication Number 2002/0136406 and further in view of 
Brundrett et al. (hereinafter Brundrett) United States Patent Letter Number 6,249,866. 
As per claims 7, 10 and 18: 

The combination of Dickinson, Johnson, Ooba and Fitzhardinge teaches all the 
subject matter as discussed above. None of the references explicitly disclose a system 
wherein said retained metadata is enciphered and said logic for using said metadata to 
retrieve said granular portions includes logic for deciphering said retained metadata. 

Brundrett in analogous art, however, discloses metadata is enciphered and said 
logic for using said metadata to retrieve said granular portions includes logic for 
deciphering said retained metadata. (Col. 5, lines 5-9) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the device disclosed by Dickinson, 
Johnson, Ooba and Fitzhardinge to include metadata is enciphered and said logic for 
using said metadata to retrieve said granular portions includes logic for deciphering said 
retained metadata. This modification would have been obvious because a person 
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having ordinary skill in the art would have been motivated to do so to prevent 
unauthorized access to the metadata. 

9. Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Shewaye Gelagay whose telephone number is 571-272- 
4219. The examiner can normally be reached on 8:00 am to 5:30 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on 571-272-3865. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 



Application/Control Number: 10/086,401 



Page 15 



Art Unit: 2137 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 

Shewaye Gelagay 



2/27/06 



EMMANUEL LM0ISE 
SUPERVISORY PATENT EXAMINER 




